
DTS 

Intrusion Prevention System 
Overview



Implementation Timeline

Cannery Campus – November 2005

CSGNet Internet – January 2008

Gold Camp Campus – April 2008



What Is Blocked
• Initially - Known Viruses, Worms, Trojans, Spyware and Phishing 

Sites

• Added SQL Injection Blocks
– Gold Camp Campus, June 2008
– Cannery Campus, July 2008
– CSGNet Internet, October 2008

• Added Cross Site Scripting Blocks
– Gold Camp Campus, July 2008
– Cannery Campus, September 2008
– CSGNet Internet, Planned for November 2008

• Added Exploit Blocks
– Gold Camp Campus, September 2008
– Cannery Campus, October 2008
– CSGNet Internet, Planned for December 2008



Intrustion Prevention System 
CSGNet Blocks  

February - September, 2008

 Spyware,  1,112,145

 Virus,  2,389

 Vulnerabilities,  296,492

 Identity Theft,  3,108

Network Protection, 
74,149 

 Exploits,  924,266



Intrusion Prevention System
Campus Border Blocks
May - September, 2008

Exploits, 519,485

, SQL Injection
250,763

Spyware, 55,114

, Security Policy
110,676

, Network  Protection
79,695 Identity Theft, 1,880

Virus, 12,026

Vulnerabilities, 3,342

, Cross Site Scripting
20,611


	DTS��Intrusion Prevention System�Overview
	Implementation Timeline
	What Is Blocked
	Slide Number 4
	Slide Number 5

